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1
Decision/action requested

This contribution proposes a method of protecting both the IMSI and IMEI in the absence of NAS ciphering for all NAS messages
2
References

None
3
Rationale

SA3 have been discussing how to fulfil the LI requirement of ensuring that the Home network can not provide a false IMSI to the visited network. Several methods of overcoming this have been proposed:
· Sending IMSI in the NAS SMC which is protected if the ciphering is enabled by the network
· Hashing the IMSI with a key and providing the hash to network with the visited network performing the same calculation to check the UE is using the same IMSI and was provided by the home network.

· The visited network and UE include IMSI in the calculation of a key that is used to establish NAS security which means that the establishment of NAS security would fail if home network provided a different IMSI to the visited network to the IMSI that the UE used.

One immediate observation to make is that all the above solutions fails to fully protect the privacy of the user in the case that there is no ciphering of NAS messages as the IMEI may be sent in the clear. 
The is no obvious way to enhance the second or third proposal to protect IMEI with the second proposal (in the absence of ciphering) as the IMEI will not be known to the network to perform the relevant calculations. Hence this method would not provide protection against targeted attacks in the absence of ciphering. Using IMSI in the calculation of a keys is not future proof if the long-term identity is not an IMSI.
The above analysis shows that ciphering is the best way to ensure the privacy of the user and hence it is proposed that if general NAS ciphering is not used, then ciphering should be possible for the identities in the NAS Security Mode complete. This would be achieved by the AMF indicating a ciphering algorithm in the NAS Security Mode command that will be used to protecting only the IMSI and IMEI contained in the NAS Security Mode complete. The UE will then cipher the IMSI and IMEI included in the NAS Security Mode complete. From a stage 3 perspective there are several ways that this could be achieved, for example by either signalling a second choice of ciphering algorithm when Null ciphering is chosen for general NAS ciphering or including a ciphering usage parameter to indicate whether to apply the chosen ciphering algorithm generally or just to protect the identities in the NAS Security Mode complete.
This approach could be used to protecting the transfer of IMSI and IMEIs in the other messages, e.g. Identity Request procedure, when NAS ciphering is switched for general messages

Including such a proposal in 5G means that in regulatory environments that do not allow general ciphering but allow user identity privacy to be protected, it will allow the visited network to provide protection of the long-term identities associated with the user. When the home operator has enabled a non-null protection scheme for the SUPI, then the visited operator will also be able to protect the identities related to the user without using encryption of all NAS messages. 
4
Detailed proposal

It is proposed that SA3 agree with the above proposal for protecting the IMSI and IMEI in NAS Security Mode Command.
